
All your Serstech Indicators can be connected to our ChemDash software sys-
tem. This means that besides on-the-spot chemical analyses, you get secure glo-
bal data storage, cloud analytics, logging and additional services to fully support 
your work. 

Your investment in the Serstech system thus gives you several Raman instruments in 
one. There are three basic sampling methods to support a wide variety of missions. 

To derive the full value from our ChemDash system, you must be able to combine 
it with existing business processes and legacy systems, with chemical sensors and 
data, to create intelligence. Its architecture is therefore designed with factors such as 
efficiency of integration, flexibility, modularity, robustness and, of course, security in 
focus. 

ChemDash can be envisioned as a layered system, in which business processes and 
systems are attached as endpoints and can be configured to input data, receive data 
or both. 
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ChemDash—designed to fit your world
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From a technical perspective, the system is divided into front and back ends. Our 
modular approach – with clear separation between functionality code modules in the 
front end as well as the back – ensures a high degree of flexibility in configuration 
and deployment. Both of these are important drivers of cost-efficiency. 

ChemDash—designed for security

Trust is essential for any enterprise deciding whether to adopt an SaaS system. 
That’s why security is fundamental to the core design of ChemDash.

Consider that your chemical data might be used by several different types of clients, and 
accessed from several different locations around the world. In addition, your user base 
might range from a handful of people to many thousands, divided into different tenants 
(i.e. multiple enterprises, each with multiple users). All this means that the security mecha-
nisms or “patterns” applied in the different data stores within your system are crucial.

The patterns in ChemDash are designed to ensure the security of user data, and to 
prevent one tenant’s data from being accessed by another. Whenever a request for data 
is received, the validity of each user and tenant – as well as the validity of the request 
itself – is therefore authenticated. Data store access resulting from a request must also be 
authenticated, based on the requesting user and tenant.
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A key principle that is implemented across ChemDash is therefore a high degree of 
data separation. Applying this data separation model means each tenant has a separate 
database. This approach makes it easy to extend the SaaS system data models to meet 
tenants’ individual needs. It also simplifies the process of restoring tenant data from 
backup in the event of a failure, or if the system needs to be scaled up or down to more 
or fewer servers. 

ChemDash security patterns

In addition to the mentioned data separation strategy, ChemDash by design enfor-
ces the following security patterns:

• Gatekeeper design: To minimise the risk of clients gaining access to sensitive informa-
tion and services, all hosts and tasks that expose public endpoints are decoupled from 
the code that processes requests and accesses storage. This is achieved using a façade 
or a dedicated task that interacts with clients and then hands over the request, through a 
protected interface, to the relevant hosts or tasks.

• Filtering: An intermediary layer between the user and the data source acts like a filter, 
so the information appears to the user as though it were the only data in the database.

• Permissions: The system uses an authentication mechanism to authenticate devices, 
the tenant, the user and the role of the user trying to access the system. It determines ac-
cess level rights, and controls what the user is allowed to do with the data, once authenti-
cated (see connection security details below).

• Encryption: The system can encrypt tenant data to prevent access by unauthorized 
parties, even if they come into possession of it, for example by intercepting data streams 
between users and the system (see connection security details below).

• Robustness: Another important security feature is that the system can handle server 
redundancy and application reliance to events such as DoS (Denial of Service) attacks and 
infrastructure interruptions or breakdowns. 

• Logging: Functions that support traceability and debugging throughout the system 
are also crucial from a security perspective. All activities in the system are therefore log-
ged and stored, such as device or user log-in, failure to log in or out, database access, 
etc. Logging data can also be used during development to ensure high code quality, for 
example by identifying the sources of potential errors and tracing them to a particular 
module of functionality.

• Deployment flexibility: For extremely security-aware tenants, it may not be an op-
tion to deploy the system as a public SaaS service accessible over the regular Internet 
infrastructure, regardless of the precautions described above. In-house (private) deploy-
ment may be the only option. We have therefore designed the ChemDash system for 
cost-effective integration in both public and private deployment scenarios. 
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Connection security details

Strong HTTPS over SSL encryption 
All connections between your devices and the ChemDash system are 
protected by strong HTTPS over SSL encryption and associated authen-
tication protocols. As a user, you connect to the system according to the 
same principles. 

This way of working offers the full security capabilities of SSL/TLS for all 
connections to and from the system. In addition, the use of standard se-
curity protocols enables interoperability with a wide range of computers 
and web browsers. It is therefore cost-efficient and easy to use. 

The ChemDash servers are protected by Extended Validation (EV) 
SSL certificates. This is critical, since it offers protection from interception 
attempts (i.e. “man in the middle” attacks) between users and the Chem-
Dash system. 
It is our belief that a cloud service without an EV certificate (as indicated 
by the “Green bar of trust” in your browser address field) should not be trusted. See the 
green “Serstech AB [SE]” trust bar in the illustration below. 

Other SSL certificates are significantly less secure from a data interception standpoint, 
even if the “padlock” symbol is shown in the browser.  

Scaling considerations
ChemDash can be scaled from one to thousands of tenants, with anything from a 
handful to thousands of users per tenant. It can also handle multiple chemical sensors 
per tenant. This scalability is thanks to a modular design enabling functionalities to be 
spread and routed across several servers. 

Data Gateway 
ChemDash employs several design patterns and technologies to ensure modularity. 
However, a key enabler is what we call the Data Gateway. This software module receives 
or transmits data from or to one or several devices and users. It then routes that data to 
the correct destination. 

Behind the Data Gateway, all requests are handled by services implemented using a 
micro-service design pattern. This highly flexible approach opens up a range of deploy-
ment options, not only public or private, but also hybrid options between the two. 
On a more general level, it can be made to handle a wide range of data types and hide 
the complexities of data processing from the database servers where the information is 
stored. This further enhances modularity and load-balancing capabilities.

Interested in knowing 
more about key aspects 
of the Permissions and 
Encryption security 
patterns? We cover the 
main points here. You 
are always welcome to 
get in touch to discuss 
your own security needs 
in more detail.
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Screenshot from ChemDash userinterface.
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Service levels

ChemDash is designed from the ground up to be flexible as well as cost-
effective across several deployment options. Our standard SLA is based 
on secure deployment using Serstech servers. It ensures critical factors 
such as availability (system uptime), support and maintenance. We also 
support other deployment options. Please contact Serstech to discuss 
your organisation’s unique requirements.

Maximising the value of 
your chemical intelligence.

Serstech ChemDash


